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Need for Anomaly Detection

< Network Infrastructure
% Network Management

% Network Flows and Their Types
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Anomalies (Outliers)

% Definition
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Anomaly Detection

Application data

Types of data

Sensory data

Network data

L

Business applications

Telemetry

—

Infrastructure security

Machinery health
monitoring

Sensor tampering

Video surveillance

Insider trading

—>

Environment monitoring

—>

Electricity theft detection

>

Data transport security

Network infrastructure
security

Medical, wearables, and
smart-devices
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Distributed Anomaly Detection

A
| Q Step 2

Diagram Reference: From the Textbook
“Internet of Things: Principles and
Paradigms” By Rajkumar Buyya, Amir Vahid
Dastjerdi, Elsevier, 2016.
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Distributed Anomaly Detection
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Diagram Reference: From the Textbook
“Internet of Things: Principles and
Paradigms” By Rajkumar Buyya, Amir Vahid
Dastjerdi, Elsevier, 2016.
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Distributed Anomaly Detection

% Other Methods
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Distributed Anomaly Detection

% Other Methods
> Distance Based
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Distributed Anomaly Detection

Problem 1 :

Data = {(2,3), (4,5), (5,8), (6,6), (7,7),
(8,9), (10,12), (12,14), (13,20), (20,30)}
Problem 2

Node 1 Samples: {(1,2),(2,3),(3,4)}

Node 2 Samples: {(5,5),(6,6),(7,7)}

Problem 3 :

Node 1 Samples: {(1,2),(2,1),(1,1)}
Node 2 Samples: {(4,5),(5,4),(4,4)}
Node 3 Samples: {(7,8),(8,7).(7.7)}
Node 4 Samples: {(10,10),(10,9),(9,10)}

Node 5 Samples: {(13,14),(14,13),(13,13)}

Test the Point : (3,3)
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